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Trade Secret Importance

AMoney, resources, and time are spent
developing information or-technology

AThis information is of substantial
economic value

ATrade Secret law is an impartant
protection ofithis value



Trade Secret Examples

Famous examples:

A The CocaCola formula is reportedly only completely
known by two living executives at:a time

ACol -onel Sanderso 11 her bs an

Common examples:

A Client lIStS, databases, customer information
A Manufacturing processes

A Financial data



What Are Trade Secrets?

A The lllinois Trade Secrets Act (ITSA) defines a trade
secreta-s - nid-nfor matron, . ncl udi n
technical or non-technical data, a formula, pattern,
compilation, program, device, method, technigue,
drawing, process, financial data, or list of actual or
potential customers or suppliers, that:

1) Is sufficiently secret to derive economic value, actual
or potential, from not being generally known to other
PErsens Who can ebtain economic value from Its

disclosure or use; and

2) IS the subject of efforts that are reasenable under
the circumstances te maintain Its SECrecy. or

coomdgizdent r al 1t y. o
(765 ILCS 1065/2 (d))



What Are Trade Secrets?

A A trade secret plaintiff under the ITSA must:

1) Show that information was sufficiently secret to give the plaintiff
a competitive advantage, and

2)  Show that the plaintiff took affirmative measures to prevent
others from acquiring or using the information

A Different from other forms of intellectual property in that
protection lasts as long as infermation remains Secret

A Opposite of patents, trademarks, or copyrights where disclosure
IS Necessary. for protection

A Mainly state law. protection, no federal private right of action,
unless discovered through espionage, hacking, or through actual
damage toa computer system



What Are Trade Secrets?

A lllinois Courts have identified 6 common law evidentiary factors
relevant in evaluating whether infermation gualifies for trade secret
prot-ectil on. n

1)
%)
©)

4)
)

9)

the extent to which the information is known outside the plaintiff's
business;

the extent to which it is known by employees and others involved in the
plaintiff's business;

the extent of,measures taken by the plaintiff to guard the secrecy of the
Information;

the value of the infermation to the plaintiff and to the plaintiff’'s competitors;

the amount of: effort or money expended by the plaintiffin developing the
Infermation; and

the ease or difficulty with which the information could'be properly
acqu.a.red-orn duplticated by ot hers. o

(Liebert Corp. v. Mazur, 357 llII)App.3d 265)

A Bolded factors are particularly relevant:to Cyoer.Security.



How IS Trade Secret Protection Lost?

A Independent discovery

A Reverse engineering

A Unrestricted disclosure

A Failure to act once the secret is out

A The last two methods are most Important in the
context of digital security



